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ABSTRACT

The rapidly growing metaverse environment has received widespread attention across various fields such as health and
medicine, culture and gaming, as well as politics. However, the excessive collection of personal data by the diverse sensors
and devices used in the metaverse environment poses a substantial threat to user privacy. In this paper, we investigate
existing cases of secure Multi-Party Computation(MPC) applications, examine the services anticipated to be necessary for the
expansion of the metaverse environment, and analyze the privacy issues present in the metaverse environment as well as the
limitations of current real-world services. Based on these findings, we propose application scenarios that utilize MPC to
preserve user privacy in the metaverse environment. These proposed MPC application scenarios present a new perspective in
metaverse security research. In the future, they are expected to be utilized in the development of secure metaverse services.
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User (Security Module) Relying Party Server FIDO Server
D 1) Store user’s biometric information
2) Request registration
I 3) Send a challenge
34) Generate PK & SK
5) Sign the challenge (User's SK)
6) Send the signed challenge & PK P\

9) Request authentication

7) Verify the challenge (User’s PK)
8) Register the user's PK

0O

10) Send a challenge

D 11) Perform biometric authentication

12) Sign the challenge (User’s SK, if authentication succeeds)

13) Send the signed challenge T

14) Verify the signed challenge D

Fig. 1. FIDO2 user registration and authentication service process.
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Voter (Vote App)

1) Request authentication

2) Send a candidates list

3) Encrypt a ballot (Committee's PK)
4) Sign the encrypted ballot (Voter's SK)
5) Send the signed & encrypted ballot

O\

D 6) Verify the signed & encrypted ballot (Voter's PK)
7) Send the signed & encrypted ballot

=m &

Vote Storage Server Vote Counting App

38) Store signed & encrypted ballot

I-Voting period ends

39) Remove the voter’s signature

10) Send the anonymous encrypted ballots
(Offline storing medium)

11) Decrypt the ballots (Committee’s SK) D
12) Count the votes D

Fig. 2. Estonian I-voting service process.
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I Biometric
_Authentication Server 1

Blometnc data share_1

User Biometric : lan.lt :
Authentication Server n Sepnchas
Computation :

Qs —
MPC MPC
- I:_ Perform secret sharing of

R
biometric data
Biometric data Biometric data share_n
Output :
Biometric data shares

‘Biometric data share_2

ICHE Biometric
ICEEE A uthentication Server 2

MPC program

Biometric data registration

Biometric
_Authentication Server 1 MPC program
Biometric data share_1 1 Biometric authentication result
Input :
Biometric data,
User Biometric Biometric data shares(1~n)
Biometric dat Biometric  Authentication Server n
lometric data data share N O Computation :
D' S MPC ] Reconstruct the secret,
] Compare the user's
Biometric biometric data with the
authentication result reconstructed secret
Output :
Biometric data share_2 ‘ Biometric authentication result Biometric authentication
_ result
I Biometric
ICEE A uthentication Server 2
Biometric data authentication
Fig. 3. Biometric data registration and authentication service.
Voter 2
a MPC program
‘ Ballot_2
Vote Results Input :
Voter 1 Announcement Authority Ballots

Ballot_1 Vote results

Computation :
Ll VPC MPC e 2
a - - Aggregate the ballots
m/ Output :
Vote results

&

Fig. 4. Confidentiality and integrity assured electronic voting service.
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